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• Fraudsters are increasingly attacking the weakest link in the payment 
ecosystem – the consumer 

• Fraudsters are using sophisticated social engineering techniques to dupe 
consumer into making payments into accounts they control (e.g., impersonating 
a trusted individual at a bank or in law enforcement)

• In the UK these types of scams exceed card fraud losses for the first time in 
2021, growing 70% YoY
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• In the UK, payments scams exceeded card fraud losses for the first time in 2021

• Politicians, regulators and the media are calling for increased protections for consumers 

Payments fraud is on the rise globally, creating a call to action



Adage Remains True… 

Fraud Mitigation Requires a Layered Approach

Key Takeaways:

• Faster payments = faster layers (real time fraud prevention)

• Constantly reassess processes to identify areas of risk

Account 

Opening

Identification

Authentication

Proofing

Device ID

Geolocation

Behavior

Velocity

Dormancy

Balance history

Transaction 

patterns (or lack 

of)

Non-monetary 

events

Contact info 

changes

Unable to verify 

or authenticate

New service 

registrations

Transfers

Bad money 

in/bad 

money out

Multi-

channel

Service 

Restrictions

Know Your 

Customer

Understand 

Intent
Identify 

Precursors

Real-time 

Response



Audience Q&A
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